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eEte det2 4ol 2l =dl...

e |AM User - Policy

e EC2 Instance Profile

e ECS Execution Role / Task Role
e EKS IRSA/Pod Identity
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1. J &2 (State)0ll secret B2 2 =&
2. stateJ} S22 0| S0{IHH &SCHEH?
> 212 S| OISt == =0il CHet 21010t Atet&ICE

resource "aws_ssm_parameter"

name= "/demo/api-key"
type= "SecureString"
value = ???

"api_key" {

i Al valueE 1R Ct& A =&oHK? Ol A
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Terraform Secret Hands—0On



Terraform &

Case 1: terraform.tfvars

Case 2: Terraform Cloud Variable

Case 3: SOPS + ephemeral + value_wo

Deep Dive: SOPS

Gl LEOFDEDI
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TerraformO| &t ?

Infrastructure as Code (laC)
OIT2IS TEZ Mo, A &t =2 MA/HB/ARNGHE &7

oAl : Terraform, CloudFormation, Pulumi

e 2l Terraform?

resource "aws_s3 bucket" "my bucket" {
bucket = "my-app-bucket”
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Terraform S &t

tHfIE =S

QIEZtE HCLAU O Z &

terraform login

TFC oIS E2 2=
(Terraform Cloud £
backendZ £ {2 2 R)

»

Terraform Cloud

e Terraform?| StateE E &1 =Kol 20U Aler &
AN == SaaS EH=E

e HashCorplt 29

terraform init terraform plan terraform apply

Provider 221 12! & X|
+ Backend &1 &2
+ Module & X|

A AWSO| BHH
(Terrform CloudE A &
workspace At2SH S5)

HE ALE DI2IED]

State (terraform.tfstate)

o apply ZDEJIBIOR Q1T 2} AEE JSONOZ J|=
o plan &8 Al State® DS HI D 5H0] B AFEL TFOt
O

e T Al Backend (S3, TFC S)0ll &t MoHH &3 ME
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State= LIl HELZ D, I & = JYU=IH?

Local

terraform.tfstate
£Z A0 g &
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i
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- =20
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Ogit)l 242 49 23 - gitignore & &

Osxmes 1D Ao & g 27}

o

S3 Backend

S3HAN A NE
+ DynamoDB / S3 Native Lock
®33:Get0bject det=gZ&

®public access block S
H2! S 088 Al AR == Jts

Os3SSE X0y Mhet 2535 220] LA

Terraform Cloud

TFC AHHOl H&

2 S o} at rest

®s3 bucket 10| 2tEst poc E0|

Osixor TFCAPI E2 22

w2
ol
0
o
0

®26‘é 4E user J| Bt
> resource J| Bt JIZH M BHH
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State Il 2 A= Ol&H dASLICH

"resources": [{
"type": "aws_ssm_parameter",
"name": "api_key",
"instances": [{
"attributes": {
"name": "/demo/api-key",
"type": "SecureString",

"value": "test1234" // <-- HZI

_1H=2 JSONO =
Z=O|ALE

State0fl SecureString typeOlct&
A0 BELZ JISE = US= R0
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=9 74 Ed

Provider (AWS) Backend (TFC) Res"(‘;g‘;i 230":'“;)’('“3

terraform { terraform {
required_providers { cloud {

aws = { ... } organization = "<YOUR ORG>"
¥ workspaces {
} name = "<YOUR WKSP>"

resource "aws_ssm_parameter" {
name "/demo/api-key"
type "SecureString"
value = »???

provider "aws" {
region = "ap-northeast-2"

}

HE SR HdE 2|M0 APIE S =22k &4 StateZE Terraform Cloud 0l X &
A2 ZSZHE2 TFC - workspaceOff & &t E 8 +state A HH

HCL Z & — Terraform
— AWS Provider (Go SDK) — AWS API

Terraform Secret Hands-On



A& Z=H| (1/3) — AWS IAM + CLI & &

# 1. dlX clone
git clone https://github.com/BASTION-Community/

terraform-secret-workshop.git

: : o0 00006 ¢ ¢
® ® 00 ® ® 00 ¢
[ 1 ) L 1 1) o0 000 o0
. ® o0 0090 ® 0 & & O
# 2. 2FSF WindowAl®H, REAEME.md0ll aws,terraform,sops S8 e Lt seee . ®
o0 & o0 o0 & o0
/é—| | j OlE ali %FE ® 900000 ¢ ® L 1 1) ® 00 ® 0060
o ® 00 00 [ 1 ) ® o0 00
® 0000 ® 000 00000 ¢ O ® o0 ©
L 1 ) L 1 ] 90000 000 000 9000
- .. L 1 1] L 1 ) [ 1 ] ....: .=. ...= ..
3, IAM User 4 A (Administrator E= PowerUserAccess) e o Tt
L 11 ) 000 00 o0 ®
— Access Key &g — AWS CLI 4 H ‘e o o2 20° %
® ® ® 000000 ®
® 900000
® ©® [ 1 1 BN ® ©®
@ ® 00 00 o
L 1 ] ® 00000090
_ . ® ©® 00000
# 4. AWS CLI §X| + £§ :.: : =... ..z..
® © [ 1 ] (1111
brew install awscli e e oo
o0 & & ¢ ®
aws --version # 2.24.4 e ssnns. w9
® 000 L 11 ]
aws configure --profile secret-hands-on e -0
o0 & 00 o ®

export AWS PROFILE=secret-hands-on

aws sts get-caller-identity

hHAEE LA 7| UG F HIEA| M SHA 2.
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A& Z=H| (2/3) — Terraform & X

# 1. Terraform & X (macOS)
brew tap hashicorp/tap

brew install hashicorp/tap/terraftorm

terraform -v # v1.14.7
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AM&E ZEH| (3/3) — Terraform Cloud & &

TFC 9 MA (app.terraform.io)

1. Organization A (o: my-org)

2. Workspace 17l MM (0f: secret—workshop)

3. Variables — Environment Variablesoll AWS 7| S5:
AWS_ACCESS_KEY_ID / AWS_SECRET_ACCESS_KEY

# 4. TFC 219!

terraform login

5. 2t Case2| main.tfOlAl YOUR_ORG / YOUR_WORKSPACE =&
casel-tfvars/main.tf

case2-tfc-variable/main.tf

case3-sops/main.tf

I\ Access Keyt Y& Al 7|. A& F HIEA| AH|SIM 2.
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Case 1: terraform.tfvars

terraform.tfvars (8 2) .gitignore®|| terraform.tfvars S5

Terra&rm AlsH 838
terraform.tfvars.example (2t H
terraform plan Slack/Email £ tfvars It Mg 2) ple (25
=

TFC State (H& M%) AWS SSM (SecureString)
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Case 1: 22X

variable "api_key" {} api_key = "test1234"

resource "aws_ssm_parameter" "api_ key" {
name= "/demo/api-key" * tfvars
type= "SecureString"
value = var.api_key

-tfvarsOff Al SIS 222 &4
- .gitignore 2 Gitlll= 2t Sct&
- J1&dl... State=?
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HANDS-ON

Al A xt”

. Eﬁ [y
casel-tfvars/ C| 2 E2| | A README.md J| =2 2 &) &l &0l )|

i
Als Aldl

tivarsOfl Al == € 10 apply =24
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Case 1: 012 D|

o A

OK Gitlll= ¢t =22t (.gitignore & &) BUT 220 E= I 0| Y3 (terraform.tfvars)
OK SSMUl= &St M & (SecureString Ete! A=) BUT State0l A|3X0|] BE2 =2 JIF& 0
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HANDS-ON

# 1. casel C|&&E2| Ol terraform destory

terraform destroy -auto-approve
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Case 2: TFC UIOIA & X}

Terraform Cloud

TFC Workspace Variables

Terraform A& (TFC Runner)

terraform plan — value =
(sensitive value)

'

terraform apply

AYS

SSM SecureString api_key = seeseee (sensitive) TFC State Backend (2&3t X{ZH

API #3t glog

SEX|EE..

v

Saa$S 2|Z4: TFC Zol| Al apply

o 2026-04: user — resource 1=
=27t

terraform state pull > B2 =&
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=truec 22

sensitive

variable "api_key" {
sensitive = true

}

@ 5tl= 2
e plan/apply CLI ZE M &t OtA Y

=)l

e terraform outputOll Al gt =&
® ot 5= A
e State I 253}

o StatelilA HZ XA
o APIZI0A &t XA

t=J1?

+ value = (sensitive value)

value = (sensitive value)

HI1

"test1234"

teiz== X #E=
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Case 2: 20| &2t XLt

: : 1. terraform.tfvars &1 &
variable "api_key" {

sensitive = true - TFC UI| Al Sensitive Variablez & &
}

2. sensitive = true

resource "aws_ssm_parameter" "api_key" {
name = "/demo/api-key" - plan/apply 220l M gt0| OtAZ &
type "SecureString"
value = var.api_key

eldl States?
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HANDS-ON

Al

case2-tfc-variable/ C| 2! &£ 2| {| H README.md J|=2 2 &) & D]

0>
Qli

NN S

e TFC UIOil Al sensitive variable &% = apply

m@

Q. sensitive = true! | state pullfilA & 5| &

I'-I[I

Case 11 21U} 20 — 8 E 24 S HHY T State= 1UZ
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HANDS-ON

# case2 CI&&EC|0lAl terraform destroy

terraform destroy -auto-approve
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Case 1 vs Case 2

_ Case 1 (tfvars) Case 2 (TFC Variable)

NEE 1= 27 ot TFC Ul
2Z Cla3 BUT z=z oo OK T} el g
State BUT == BUT oixisl m=2

e A

fjo

HI =, value = var.api_key Q! &t State &M= sl & = x| k=C}
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1 JtJ| : Vercel NHI 202t & ol (2026.04)

NHI (Non-Human Identity): OAuth £33, APl J| S At& 0| Ot AIAEC OIS HE

1. 3rd-party & o 2. OAuth 28t Et 1 3. CIOIE €
S8 0ls
Google Workspace Vercel LIl &2 2ol Rw&
OAuth & =3 » GitHub & A & D DB ClOIEf - API 3|

Vercel XtA|Jt &Sl H OtL|2t, VercelOl A E 3rd-party OAuth 0] HXY &dl&

™ = S0I8t OAuth =2 & & . OAuth & otLtDJt & A SPOF
== S Al 2HI0| & (Rotation) & 1)

4. THOH Al
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OLoF case2 £ Vercel AIAH0 CHHE2CHH ?

Vercel At (& AHl) TFCOfl Ci&otH
e 3rd-party Al &= OAuth & of e J3rd-party & ol - TFCAPI E2 EF
e OAuth #st2 2 GitHub & 2 e TFC P =+ State &2
e non-sensitive S22 H K= e sensitive/write-only(d &

WE AEd2 553t Jis
o Statelll B2 A|30| ACH HR L=

o {HO|IH EF

UIOIA ot 20l= A (sensitive) # OtN
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Case 3: Zero—Secret o &

SOPS + Ephemeral + value_wo



SOPS¢gt?

Secrets OPerationS (SOPS)

AN ME S S=stol A Githll tE&GHA HEE == JH == =+

ol

o "o o

GitHub 21.5k+ stars CNCF Sandbox Project Multi-KMS Support
Community Trusted (2023.05 Adopted) KMS, GCP KMS, Azure Key Vault, age, PGP
GitHub CNCF
github.com/getsops/sops cncf.io/projects/sops
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Case 3: SOPS + Ephemeral + value_wo

Git Repository

secrets/demo.yaml (SOPS &= ersions.yaml
Z ( = .sops.yaml (KMS ARN) M : o i
sh) (value_wo_version)

v Terraform &34

ephemeral 'sops_file' — | 22|
T &, State 0|7|=

2. KMS =55}

AWS KMS /J

kms:Decrypt — Data Key 2535}

l

3. 88

value_wo — SSMOi| g, State
o715

4. PutParameter 5. gl

v T ¢
SSM SecureString x 3 (HE2 =

& F)
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Case 39| SHA! OIOICIOf: 3DXI =&

SOPS

AlAEZ 25 316l A

Gitoll 2FHSHA| M &

ephemeral

M 22|l 2F & 2t
Stateof| 7| = ot

r
oot

N
value_wo
AWS APlof| MZtat st
Stated| = 2l =Xl o2&t
y,
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# kms.tf KMS 9' — SOPS %Fiil'/%iil'o'” A}"g‘

resource "aws_kms_key" "sops" {
description = "SOPS encryption™

enable_key rotation = true

# ssm.tf — sH4 DE
ephemeral "sops file" "demo" {

source _file = "${path.module}/secrets/demo.yaml"

resource "aws_ssm_parameter" "demo" {
for_each local.versions
name each.key
type "SecureString"
value wo ephemeral.sops file.demo.data[each.key]

value_wo_version = each.value
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HANDS-ON

Case 3 A&

03. A YIAEZS

01. &=t

=% | 02. )10l &9l KMS 3| A4
SOPS & X|: l

. case3-sops/ Cl& &E2| 2| README.md - -
brew install sops Jx=oa %JHI AZ51| SOPS &3S 3t
Il sops 3.12.1 l )
apply — State &0l
z=2g ToIE

e apply =_1: Opening ephemeral... Closing ephemeral...
e state pull — value, value_ wo 25 Bl E2X&!
e SSMUil= &Kl 80l SH It JA=IH?

e Statelilc= Bl 22X, AWS0Hl= & Al 3t = Zero-Secret
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value wol| EgI0IELT — gt HA 2

STEP 01. SOPS I 0IA 2t =&

$ sops secrets/demo.yaml

$ terraform plan
# -> No changes. Your infrastructure matches the configuration.

STEP 02. versions.yaml HH& OI0IE

# "/demo/api-key-1": 1 -> "/demo/api-key-1": 2

$ terraform plan

# ~ aws_ssm_parameter.demo["/demo/api-key-1"]

# ~ value_wo_version = 1 -> 2 <- O|XN #HZ& 2 X!

4 N\
 value_wo= Statelll ZXH3SI Xl &0t TerraformO| O|& g2 & &= A SLICH.

(o)
 versions.yaml2| HHN =&H = Sof BAELZ HAS L H0F &LICH (Zero-Secret2] EL0EL)

Terraform Secret Hands-On



Case 3 %LHEE Dl‘—?— EI HANDS-ON

# case3 CI&&C|0lA terraform destroy

terraform destroy -auto-approve
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3 Case H| 1!

] ceset (v Gase 2 (TFO

Al3E ME TFC Ul
27 A3 BUT == OK gie
Git & & BUT = o Sel s

State BUT == BUT ==

HE X Ats Ats

Case 3 (SOPS)

ne

o< 3 ot

OK o=

Mo

OK 7z 7=
OK el 2x

A

OHTXX

(version)
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Deep Dive: SOPS—= HHE Al 2}& 5}51-}?

Envelope Encryption



- ¢ ENC[AES256_GCM,data:abc.. .,

ivixxxx,tag:yyyy,type:str]

db_pass: [

iv:zzzz,tag:wwww,type:str]

sops:

kms :

- arn.
enc:

AQICAHh. ..

8 2 (value)

AES-256-GCM2L 2 &S 3tE

A 3| 0|E (key)
N Xo R (=&5E)
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Envelope Encryption

& Lock 1: AES-256-GCM ﬁ Lock 2: KMS CMK
2t gt2 Data KeyZ 253} Data Key XIHIE KMS CMKZ 253}
Data Key = 32HI0|E eiE J| (2& M 4) Managed Key (aws/ssm)= Key Policy Custom =Jt, SOPS AIE 20}
s N\ N
Data Key &4 4] of S& 2353501012
e crypto/rand=Z 32HI01E 2Z& M4 e KMSAPI1EHBt S = (201 10090 K &)
e kms:GenerateDataKey APl S = ©t & e KMS 4KB Hlist £ 3l
e kms:Encryptz H&E 2 RF o [IEJ| MHIAZ WA Jts

(GCP KMS, Azure, etc)
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1. ool M e == Data Key &% (enc: AQICAHN...)

L+
2. AWS KMS APl ©&: kms:Decrypt
-
3. KMS7} HSM W Fol{A S5 2t — "-&E Data Key gtel
-
4. Data Key2 2t ¢f& AES-256-GCM == 35}
L+

N N N N

5. 42 =& + M 22|o|M Data Key 4Hx|

N A S A

KMS 7| & = A 35 H=Z 3
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AES-256-GCM

256H|E 7|2 2t5 3} + H X o{ £ X5 FX|

T8 24 o &
AES CHE Asst #&
256 7| Zol 256bit (brute force £7+s)
GCM 4S5+ U M —EoH 2535 HE
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==
i SE

aws_ssm_parameter.demo

ephemeral + value wo =
AWS KMS

ephemeral.sops_file.demo

Terraform
@ demo.yaml 47| A%}
>
@ 5550 2€25tKMS S&
>
® ¥ Co|& Hret
4 _________________________________________
@ oZ22foot HE Ht
< .....................................
® value_woZ SSMOf| M=
>
® A =
P
@ H22[ofM 2
< .....................................
ephemeral.sops_file.demo AWS KMS aws_ssm_parameter.demo
Terraform Secret Hands—0On
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X 2|: Zero-Secret Il &

SOPS ephemeral value wo
AT S KMSZ 5 515104 =s3tghe n2ealole, AWS API0j| & <0t
Git0l ot & 5 H K & State0l J|=5tX %S State(fl = 8l 2X <

HCIE &0 CIA30 €KXl S=Ct =Zero-Secret
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KMS Key PolicyJ} 812

KMS API 2FH
sops -d &!3H

FHAH Key PolicyZt
HAEE] Jq=712

Yes No - 7|= ==

IAM Policydl|
kms:DecryptZ}

ANE=7F2

Key Policydl
SHE Principalo|
HEEIH A=7?

Yes No Yes No
2 B HZ AR STRE M2 s

sops -d &A= IAM AHSHO| QJUO{ &= XPF IAMO]| DecryptZt Jeom Eat




KMS Key Policy — & &

ofetd Ast 2
Key Admin
Developer CI/CD - TFC Runner
kms:PutKeyPolicy A / 7 = Ll PN
) kms:Encrypt kms:Decrypt 2
kms:ScheduleKeyDeletion y ) KMS #sh eig
A kms:DescribeKey kms:DescribeKey
kms:EnableKeyRotation d
_ 7= -d 7l=
5| = Tzt sops --encrypt 7ts sops -d 7ts B M2 27}
sops -d 27} terraform apply Al 5535t :

SOPS& KMS Key
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Access KeyE TFCO| £ 2H )= X

TFC Runner (IP: 34.x.X.X) AWS API CloudTrail

WXL (IP: 1.2.3.4)
terraform apply E2|A

P>
AWS API SZ (Access Key)

sourcelp = 34.x.x.Xx (TFC Runner)

APISE 21 7|8

sourcelp: 34.X.X.X
userIdentity: IAM User

CloudTraildl| &= IP= 7YXt IP7t OF-l TFC Runner IP

TFC Runner (IP: 34.X.X.X) AWS API CloudTrail

JHEYX} (IP: 1.2.3.4)
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Terraform Cloud

1. terraform apply E2|A

HCP OIDC Provider

AWS Resources

Terraform Cloud

AWS STS IAM Role
T T T T T
TFC Dynamic Credentials — OIDC 7| 2A| X}HESH
2. Request OIDC Token
Run & A XtS22 EE 2F
3. Return JWT Token
Claims %&}:
- aud: aws.workload.identity
- sub: organization:0ORG:project:PROJ:workspace:WS:run_phase:apply
- iss: https://app.terraform.io
4. AssumeRoleWithWebIdentity
JWT £33 27 Role ARN TE
5. Validgte Token
- OIDC Provider Q!
- audience Z#Z
- subject pattern ZZ
(org/project/workspace 2X| &¢l)
alt J [Token Valid]
6. Assume Role
7. Return Temporary Credentials
8. STS Credentials gtgt
AccessKeyId
SecretAccessKey
SessionToken
(LAl 1A1ZE BER)
9. AWS Z|AA T2
UA| XHSY2Z API S &
10. Response
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""" [Token Invalid] |77
Error: Access Denied
oIE Mif e = SUX|
HCP OIDC Provider AWS STS IAM Role AWS Resources
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